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ABSTRACT: Cloud computing provide us a means by which we can access the applications as utilities over the 

internet that allow us to create, configure, customize, share applications online. Data security, confidentiality, 

availability, location and relocation of data, load balancing are major issues in cloud computing. The new 

character brings lots of security challenges and load balancing techniques which have not been taken into 
account completely in the current cloud computing system. As a consequence, to build a cloud computing data 

security system is the basis to build cloud computing security system. It is very important for commercial users 

of the cloud computing to protect their business secrets. This is to obtain the highest possible level of privacy. 

Modern encryption algorithms play the main role in data security of cloud computing. In this work, we discuss 

the various possible solutions for the issues in cloud computing security. In this case lots of efforts are done from 

the service providers (servers), scientific association and so on in facilitating security issues. The main goal of this 

research is to provide techniques for solving problems of data security and load balancing related issues. The 

aim of the research is to ensure privacy and security at the server side using AES algorithm and at client side 

using RSA algorithm. This approach provides privacy and security at client side and also at the server side. 

Keywords: Cloud computing; Cloud security; RSA Algorithm; AES Algorithm 

I. INTRODUCTION 

Cloud computing is new utility of the century, which 

many enterprises wants to incorporates in order to 

improve their way of working.[10] Cloud computing 

describes a new supplement, consumption and delivery 

model for IT services based on the internet and it typically 

involves the provision of dynamically scalable and often 

virtualized resources as a service over the internet. In 

other words cloud computing simply means internet 

computing generally the internet is seen as collection of 

clouds; thus the word cloud computing can be defined as 

utilizing the internet to provide technology enabled 
services to the people & organizations. It implies sharing 

of resources to handle applications. The biggest challenge 

in successful implementation of Cloud computing 

technology is managing the security. Its ability to reduce 

cost associated with computing while increasing 

flexibility and scalability for computer process has proved 

to be a great advantage. The idea of cloud computing has 

gone beyond just businesses and is slowly turning into an 

essential IT service [2]. However, major IT firms have 

shown concern about the critical issues such as security 

that exist with the widespread implementation of cloud 

computing. One major challenge is to construct a well-
defined technical solution to store private user data on a 

shared and uncontrolled infrastructure. When end users 

release their data to remote datacenters, they lose control 
over the data after the bits leave their client computers 

[14]. Existing scalable storage solutions scale up the data 

storage capacity and throughput, but have largely left 

privacy protection as a non-goal or future work [17]. 

A. Characteristics of cloud computing 

NIST’s definition framework for cloud computing with its 

list of essential characteristics has by now evolved into 

the de facto standard for defining cloud computing [8]. 

Multi-tenancy is not called out as an essential cloud 

characteristic by NIST but is often discussed as such. 

Although not an essential characteristic of cloud 
computing in the NIST model, CSA has identified multi-

tenancy as an important element of cloud [9]. There are 

five key characteristics of cloud computing as defined by 

NIST [7]; these are: 

On-demand self-service: A consumer can unilaterally 

provision computing capabilities, such as server time and 

network storage, as needed automatically without 

requiring human interaction with each service provider. 

Broad network access: Capabilities are available over 

the network and accessed through standard mechanisms 

that promote use by heterogeneous thin or thick client 

platforms (e.g., mobile phones, tablets, laptops, and 
workstations). 
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Resource pooling: The provider’s computing resources 

are pooled to serve multiple consumers using a multi-

tenant model, with different physical and virtual resources 
dynamically assigned and reassigned according to 

consumer demand. There is a sense of location 

independence in that the customer generally has no 

control or knowledge over the exact location of the 

provided resources but may be able to specify location at 

a higher level of abstraction (e.g., country, state, or 

datacenter).  

Rapid elasticity: Capabilities can be elastically 

provisioned and released, in some cases automatically, to 

scale rapidly outward and inward commensurate with 

demand. To the consumer, the capabilities available for 

provisioning often appear to be unlimited and can be 

appropriated in any quantity at any time. 

Measured service: Cloud systems automatically control 

and optimize resource use by leveraging a metering 

capability at some level of abstraction appropriate to the 

type of service (e.g., storage, processing, bandwidth, and 

active user accounts). Resource usage can be monitored, 

controlled, and reported, providing transparency for both 

the provider and consumer of the utilized service. 

B. Cloud Computing Security Issues 

Brodkin discusses a study of Gartner, which points out 

seven areas of concern around security issues in cloud 
computing [3]: 

Privileged user access: Sensitive data processed outside 

the enterprise brings with it an inherent level of risk, 

because outsourced services bypass the “physical, logical 

and personnel controls” IT shops exert over in-house 

programs. Brodkin suggests getting as much information 

as possible about the people who manage the data.  

Regulatory compliance: Customers are ultimately 

responsible for the security and integrity of their own 

data, even when a service provider holds it. Traditional 

service providers are subjected to external audits and 

security certifications. Cloud computing providers who 
refuse to undergo this scrutiny are “signaling that 

customers can only use them for the most trivial 

functions,” according to Gartner. 

Data location: While using the cloud, it’s probably not 

known exactly where the data is hosted. In fact, even the 

country it will be stored in is unknown. Gartner advises to 

ask providers if they will commit to storing and 

processing data in specific jurisdictions, and whether they 

will make a contractual commitment to obey local privacy 

requirements on behalf of their customers [13]. 

Data segregation: Data in the cloud is typically in a 
shared environment alongside data from other customers. 

The cloud provider should provide evidence that 

encryption schemes were designed and tested by 

experienced specialists. “Encryption accidents can make 

data totally unusable, and even normal encryption can 

complicate availability,” Gartner says. 

Recovery: Even if the user doesn’t know where its data 

is, a cloud provider should state what will happen to the 

data and service in case of a disaster. “Any offering that 
does not replicate the data and application infrastructure 

across multiple sites is vulnerable to a total failure,” 

Gartner says. Ask the cloud service provider if it has “the 

ability to do a complete restoration, and how long it will 

take”. 

Investigative support: Investigating inappropriate or 

illegal activity may be impossible in cloud computing, 

Gartner warns. “Cloud services are especially difficult to 

investigate, because logging and data for multiple 

customers may be co-located and may also be spread 

across an ever-changing set of hosts and data centers. If 

the user cannot get a contractual commitment to support 

specific forms of investigation, along with evidence that 

the vendor has already successfully supported such 

activities, then user’s only safe assumption is that 

investigation and discovery requests will be impossible” 

[11]. 

Long-term viability: Ideally, the cloud computing 

provider will never go broke or get acquired and 

swallowed up by a larger company. [4] But user must be 

sure that its data will remain available even after such an 

event. “Potential providers should be asked how the user 

would get the data back and if it would be in a format that 
user could import into a replacement application,” Gartner 

says. 

II. PROBLEM STATEMENT 

In the last few years, cloud computing has grown from 

being a promising business concept to one of the fastest 

growing segments of the IT industry [15]. Now, 

recession-hit companies are increasingly realizing that 

simply by tapping  into the cloud they can gain fast 

access to best-of-breed business applications or 

drastically boost their infrastructure resources, all at 

negligible cost. But as more and more information on 

individuals and companies is placed in the cloud, 
concerns are beginning to grow about just how safe as an 

environment it is [16]. 

The new character brings a lot of new security challenges 

which have not been taken into account completely in 

current cloud computing system. As the foundation of 

cloud computing is relatively new, there are various 

unsettled issues that are yet to be resolved before cloud 

computing is completely accepted by the vast 

communityof users. Cloud computing being the most 

preferred computing technology still lacks in gaining 

user’s trust in it due to privacy concerns. Amongst the 
two major cloud deployment models i.e. Public Cloud 

Deployment Model and Private Cloud Deployment 

Model, [12] the security issues are more in public cloud 

as compared to private cloud. Private cloud is more secure 

as it is maintained within the organisation that is using it 

but at the same time setting up a private cloud 

infrastructure is an expensive approach.   
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Whereas Public cloud is reasonably cost effective due to 

negligible infrastructure and maintenance cost but it is 

more vulnerable to security violations [1]. As any user 
can access it through Internet, it is the most preferred 

architecture when cost reduction is concerned, but relying 

on a cloud service provider to manage and hold user’s 

private data raises privacy concerns. Data security, 

confidentiality, data location and relocation, data 

availability are major issues in cloud implementation. 

Internet users unknowingly expose their confidential data 

at risk [5]. While doing normal activities on internet, their 

username and passwords of emails and bank accounts 

along with the browsing history and other information 

filled in forms is stored at one place by web browser and 

thus it becomes vulnerable and malicious users or 

websites can steal the user’s private information [6]. 

Usually, sensitive information like user passwords is 

transmitted to the remote servers through non-encrypted 

networks. Even if encryption is used in some cases, it is 

only used for transmission of initial login information 

only while all other subsequent data is transmitted 

unencrypted as plain text only and hackers can easily 

attack this data. Hence users get exposed to potential risks 

when they are connected to cloud services using public 

networks. 

As a consequence, to build a cloud computing data 
security system is the basis to build cloud computing 

security system. It is very important for commercial users 

of the cloud computing to protect their business secrets. 

This is to obtain the highest possible level of privacy. 

Modern Encryption algorithms play the main role in data 

security of cloud computing.  

III. METHODOLOGY 

The following steps are proposed to achieve the security 

implementations using AES algorithms for security at 

server side, by RSA at client side. 

A. Execution Steps 

(i) Sign up – using RSA algorithm. 

(ii) Allotment of symmetric and public key to the user. 

(iii) Search for file uploaded by the record user. 

(iv) Login using RSA algorithm at client side and AES 

algorithm at sever side. 

(v) Uploading data using AES algorithm. 

(vi) Data is stored / retrieved from Storage server using 

AES algorithm. 
(vii) Logout  

B. Proposed Algorithm 

Step I: Sign up if new user at the control panel. 

Step II: Assign the symmetric and public keys to the user 

and search for file uploaded by the record user. 

Step III:  Login using RSA algorithm at client side and 

AES algorithm at sever side 

Step IV:  Uploading data using AES algorithm at the 

control panel. 

Step V: Encrypted data is stored / retrieved from Storage 

server on the cloud. 
Step VI: Download the encrypted file from the control 

panel when required. 

 

 

 

Fig. 1. Flow chart of proposed algorithm. 
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IV. RESULT AND DISCUSSIONS 

Cloud computing provide us a means by which we can 

access the applications as utilities over the internet that 

allow us to create, configure, customize, share 

applications online. Data security, confidentiality, 

availability, location and relocation of data, load 

balancing are major issues in cloud computing. As a 

consequence, to build a cloud computing data security 

system is the basis to build cloud computing security 

system. It is very important for commercial users of the 

cloud computing to protect their business secrets. This is 

to obtain the highest possible level of privacy.  

The proposed cloud framework achieves the objectives 

stated for this research work as it removes the concern of 

data confidentiality in public cloud. The encryption 
standards ensure that data remains segregated even when 

data is stored on common cloud storage. Modern 

encryption algorithms play the main role in data security 

of cloud computing. In this work, we discuss the various 

possible solutions for the issues in cloud computing 

security. In this case lots of efforts are done from the 

service providers (servers), scientific association and so 

on in facilitating security issues. The main goal of this 

research is to provide techniques for solving problems of 

data security related issues. The aim of the research is to 

ensure privacy and security at the server side using AES 
algorithm and at client side using RSA algorithm. Only 

the authenticated client can login and can access the files 

that have secret keys provided by the record owner. At 

server side only authenticated record owner can upload 

the files and files are encrypted using AES algorithm. 

This approach provides privacy and security at client side 

and also at the server side. 

V. CONCLUSION 

Cloud computing technology is in a stage of consistent 

development and as it will proceed towards its maturity, 

many new and even more cloud based issues and 

vulnerabilities will evolve. The challenges in privacy 
protection are sharing data while protecting personal 

information. The ability to control what information to 

reveal and who can access that information over the 

internet has become a growing concern. This thesis aimed 

at presenting a framework that clarified the impact of 

cloud computing on confidentiality preservation, by 

making step wise recommendations on confidentiality of 

data stored, processed and transmitted in cloud computing 

environment. The proposed framework achieves the 

objectives stated for this research work as it removes the 

concern of data confidentiality in public cloud. The 
encryption standards ensure that data remains segregated 

even when data is stored on common cloud storage. Data 

access is permitted only after the user is authenticated 

thus providing full control and ownership of data to the 

user. A well defined key management process is created 

so that the performance and complexity of the application 

is not compromised. 

VI. FUTURE SCOPE 

The current prevailing security questions concerning the 

availability and confidentiality of data in cloud computing 
environments are yet to be satisfactorily answered. This 

research work has focused on the confidentiality issues in 

public cloud computing environments. Only technical 

privacy and security controls were analyzed and 

developed in this thesis. In future research on the topic of 

public cloud security, the cloud computing confidentiality 

framework presented in this thesis can be extended by 

adding the data integrity mechanism that enhances the 

data security  and implementing load balancing 

mechanism to manage resources on the network 

efficiently. Another newest and less attended deployment 

model of cloud computing i.e. hybrid clouds includes 

public cloud deployment as one of its core constituent and 

private cloud deployment model being the other. The 

implementation of hybrid cloud laboriously relies on the 

gateway between the public division and the private 

division of hybrid cloud and managing resources on the 

network by implementing effective load balancing 

mechanism, it can be a compulsive matter of research in 

future. 
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